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Expressions of Interest
Provision of IT Infrastructure Penetration Testing Services (PO/2026/RFQ59)

Isle of Man Post Office (IOMPO) employs around 310 people and has 53 years of experience in the
mailing industry. As the single postal authority for the Isle of Man, we carry almost 14.5 million
letters and parcels each year connecting worldwide and delivering to approximately 44,000
households and business on the Island.

In addition, IOMPO provides efficient and effective mailing solutions for any size of business. From
handling daily postal services through to print, fulfilment and data storage. IOMPO has the largest
retail network on the Island with multiple post office locations, which offer customers the
opportunity to post letters and parcels, renew licenses and undertake a range of other services.

IOMPO also issues numerous world-renowned stamps each year, recognised for innovation, offering
a wide range of high-quality stamps to both philatelists and non-stamp collecting individuals.

As part of our ongoing security programme, we are seeking a supplier to provide grey-box
penetration testing of our IT Infrastructure. This will include:
e Web application assessment (unauthenticated)
e External infrastructure assessment (unauthenticated)
e Internal infrastructure assessment (domain authenticated only)
Wireless assessment (unauthenticated)
Scanning up to 500 IP addresses internally and up to 4 external endpoints
2 network segments with restricted visibility of each other.
Up to 14 wireless access points serving 3 SSIDs
Automated and/or manual testing can be used.

The scope of this requirement includes an initial penetration test, followed by a re-test after six (6)
months later. A comprehensive report shall be provided for each test, detailing the
recommendations, risk ratings, and any recommendations for remediation.

The appointment will be for an initial term of three (3) years with the option to extend by mutual
agreement for an additional two (2) years. IOMPO anticipate the service(s) will commence in March
2027.

Please be aware that neither the Isle of Man Post Office nor any other part of Government or any
other organisation assisting with the procurement process, will accept any charges for expenses or
losses incurred by any interested party as a result of responding to this enquiry.

To register your interest in this enquiry, write to Stephanie Johnston, Isle of Man Post Office, Postal
Headquarters, Spring Valley Industrial Estate, Douglas, Isle of Man IM2 |AA or e-mail
procurement(@iompost.com.

The closing date for expressing an interest is noon on Thursday 8t October 2026.
Completed responses must be submitted by noon on Thursday |5t October 2026.
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